
 

 
Beware of frauds through fake Investment / Part-time Job / Ponzi Schemes 

 
It has been noticed that Cyber criminals are targeting potential victims by way of offering fake Investment schemes, 
Part-time jobs and Ponzi schemes etc.  
 
In this modus operandi: 
 

 Victims are lured through part-time job offers and other advertisements on Internet and/or messaging 
platforms, etc., and are promised high commissions or unusually high returns such as doubling of money in 
short span of time.  

 

 The advertisements/SMS messages usually contain a link, which directly prompts for a chat.  
 

 Keywords such as ‘Earn Online’, ‘Part Time Job’ etc. are used by fraudsters and criminals to match their 
advertisements with the terms people are searching for. 

 

 Majority of websites used by fraudsters have domains - 'xyz' and 'wixsite'. Most of these sites either redirect 
to a messaging platform or to a website which has embedded messaging platform link which, on clicking, 
again redirects to a chat. 

 

 In order to gain victim’s confidence, they are given some task on pretext of part-time job. Later, they are lured 
into loading money through Payment Gateways. Upon completion of the task, the victim receives the refund 
along with some commission etc. and is asked to withdraw the same.  Later, the victim is then lured to do 
more tasks which involve loading of more money. The process continues and once a big amount is loaded by 
the victim, the person (fraudster) stops responding over chat. 

 
We request your attention on below-mentioned precautions in order to protect your card/account from such 
frauds: 
 

 Never share your confidential information to any unsolicited lucrative offer & investment scheme appearing 
‘too good to be true” that you may receive through Call, SMS, E-mail or Social Media etc. 

 

 Do not transfer any funds towards initial deposit, commission or transfer fee to anyone claiming to provide 
Job or unrealistic returns on investments.  

 

 Never respond to calls where the caller asks you to download screen sharing apps such as Anydesk, 
TeamViewer QuickSupport, AirDroid etc. The caller may coerce/threaten you to download these apps to take 
control of your device on pretext of providing assistance/resolution of your grievances. 

 

 Be cautious and delete any E-mail/SMS received from unknown sources asking you to click on any suspicious 
link. Do not click on such links. 

 

 Beware of fake customer care numbers that you may find on search engines. Before calling, always verify the 
authenticity of such numbers through their official website.  

 
 

Always You First, 

Team IDFC FIRST Bank 


